
Backup as a Service (BaaS)
Where Microsoft's support scope ends—and ours begins



Microsoft provides a wide
array of powerful services
within Microsoft 365, but a
comprehensive backup of
your Microsoft 365 data is
not one of them.

Total access, control
and protection of
Microsoft 365 data

This eBook will guide you through where
Microsoft’s support scope ends — and
where the Apollo365 backup solution
begins, delivering complete peace of mind.



Data Loss Factors

EMPLOYEE ACTIONS

ACCIDENTAL DELETION

RANSOMWARE AND MALWARE

In 2025, 34%

27% of businesses

50% of businesses

of data breaches were from insiders.

have experienced data loss due to accidental deletion.

report having major cyber security breaches or attacks within the last 12 months.



H o w  M i c r o s o f t  H a n d l e s  D e l e t e d  E m a i l s

D e l e t e d  I t e m s  F o l d e r
E m a i l s  s t a y  h e r e  u n t i l  u s e r s  m a n u a l l y  r e m o v e  t h e m .

R e c o v e r a b l e  I t e m s  F o l d e r
A f t e r  d e l e t i o n  f r o m  " D e l e t e d  I t e m s , "  e m a i l s  r e m a i n  h e r e  f o r  3 0  d a y s  b e f o r e
b e i n g  p e r m a n e n t l y  p u r g e d .

R e t e n t i o n  P o l i c i e s
O r g a n i s a t i o n s  c a n  c o n f i g u r e  l o n g e r  r e t e n t i o n ,  b u t  t h i s  r e q u i r e s  a d m i n
s e t u p  a n d  m a n a g e m e n t .

P e r m a n e n t  D e l e t i o n
A f t e r  t h e  r e t e n t i o n  w i n d o w  c l o s e s ,  e m a i l s  a r e  i r r e t r i e v a b l y  d e l e t e d —
M i c r o s o f t  c a n n o t  r e s t o r e  t h e m .

E m a i l  ( O u t l o o k  &  E x c h a n g e  O n l i n e )E m a i l  ( O u t l o o k  &  E x c h a n g e  O n l i n e )

K e y  T a k e a w a y

M i c r o s o f t  p r o v i d e s  a  3 0 - d a y  r e c o v e r y  p e r i o d  f o r  d e l e t e d  e m a i l s .  A f t e r
t h a t ,  i t ’ s  g o n e — u n l e s s  y o u ' r e  p r o t e c t e d  b y  a  t h i r d - p a r t y  b a c k u p  s o l u t i o n .
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 F i l e s  ( O n e D r i v e  &  S h a r e P o i n t )

W h a t  H a p p e n s  W h e n  F i l e s  A r e  D e l e t e d ?

R e c y c l e  B i n
D e l e t e d  f i l e s  r e m a i n  a c c e s s i b l e  h e r e  f o r  9 3  d a y s .

S e c o n d - S t a g e  R e c y c l e  B i n
O n c e  r e m o v e d  f r o m  t h e  i n i t i a l  b i n ,  f i l e s  a r e  m o v e d  h e r e  f o r  a n  a d d i t i o n a l
9 3  d a y s .

R e t e n t i o n  P o l i c i e s
O r g a n i s a t i o n s  c a n  c o n f i g u r e  p o l i c i e s  f o r  l o n g e r  r e t e n t i o n ,  p r i m a r i l y  f o r
l e g a l  o r  c o m p l i a n c e  p u r p o s e s .

P e r m a n e n t  D e l e t i o n
A f t e r  t h e  9 3 - d a y  w i n d o w  ( o r  c u s t o m  r e t e n t i o n  p e r i o d ) ,  f i l e s  a r e
p e r m a n e n t l y  p u r g e d  a n d  u n r e c o v e r a b l e  b y  M i c r o s o f t .

K e y  T a k e a w a y

M i c r o s o f t  o f f e r s  u p  t o  9 3  d a y s  o f  f i l e  r e c o v e r a b i l i t y .  B e y o n d  t h a t ,  y o u r
d a t a  n e e d s  a  s e c u r e ,  i n d e p e n d e n t  b a c k u p  s o l u t i o n .
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A d m i n  R e c o v e r y  O p t i o n s

W h a t  A d m i n s  a n d  M i c r o s o f t  C a n  ( a n d  C a n ’ t )  D o

M i c r o s o f t  S u p p o r t
C a n  o n l y  a s s i s t  w i t h  r e c o v e r y  w i t h i n  r e t e n t i o n  p e r i o d s .  A f t e r  p e r m a n e n t
d e l e t i o n ,  t h e r e ’ s  n o  r e c o v e r y  p a t h .

e D i s c o v e r y  &  L e g a l  H o l d
I f  c o n f i g u r e d  i n  a d v a n c e ,  s o m e  d e l e t e d  i t e m s  m a y  s t i l l  b e  a c c e s s i b l e .

U s e r  A c c o u n t  D e l e t i o n
W h e n  a n  a c c o u n t  i s  d e l e t e d ,  M i c r o s o f t  r e t a i n s  a s s o c i a t e d  d a t a  f o r  3 0  d a y s ,
a f t e r  w h i c h  i t ’ s  c o m p l e t e l y  w i p e d .

B a c k u p s
M i c r o s o f t  r e c o m m e n d s  t h i r d - p a r t y  b a c k u p  s o l u t i o n s  t o  e n s u r e  l o n g - t e r m
d a t a  p r o t e c t i o n .

K e y  T a k e a w a y

I f  a  u s e r  i s  a c c i d e n t a l l y  d e l e t e d  a n d  3 0  d a y s  h a v e  p a s s e d ,  b o t h  t h e i r
a c c o u n t  a n d  a l l  a s s o c i a t e d  d a t a  a r e  l o s t — u n l e s s  y o u ' v e  b a c k e d  i t  u p
e l s e w h e r e .

0 1 2 1  2 2 7  0 7 3 0 h e l l o @ m e t c l o u d . c o m w w w . m e t c l o u d . c o m @ m e t c l o u d



W h e r e  A p o l l o 3 6 5  S t e p s  I n

B e y o n d  M i c r o s o f t :  C o n t i n u o u s  P r o t e c t i o n  w i t h  A p o l l o 3 6 5

A p o l l o 3 6 5  f i l l s  t h e  g a p  l e f t  b y  M i c r o s o f t ’ s  l i m i t e d  d a t a  r e c o v e r y  w i n d o w s .

W i t h  o u r  s o l u t i o n ,  y o u  c a n :

   R e c o v e r  e m a i l s ,  f i l e s ,  a n d  u s e r  d a t a  w e l l  b e y o n d  M i c r o s o f t ’ s  r e t e n t i o n  p e r i o d s .

   S e t  c u s t o m  r e t e n t i o n  r a n g e s — f r o m  1  y e a r  t o  f o r e v e r .

   P r o t e c t  a g a i n s t  a c c i d e n t a l  d e l e t i o n ,  d a t a  c o r r u p t i o n ,  a n d  u s e r  e r r o r .

   E n s u r e  c o m p l i a n c e  w i t h  i n d u s t r y - s p e c i f i c  d a t a  r e t e n t i o n  r e g u l a t i o n s .

O u r  s u p p o r t  b e g i n s  w h e r e  M i c r o s o f t ' s  e n d s .  O n c e  M i c r o s o f t ’ s  3 0  o r  9 3 - d a y
w i n d o w s  c l o s e ,  A p o l l o 3 6 5  k e e p s  y o u r  d a t a  s a f e ,  s e a r c h a b l e ,  a n d  r e c o v e r a b l e .
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C o m p l i a n c e
M e e t  a l l  n e c e s s a r y  r e g u l a t o r y  a n d  l e g a l  d a t a  r e t e n t i o n  r e q u i r e m e n t s  w i t h  e a s e .

A u t o m a t e d  B a c k u p
E n j o y  s c h e d u l e d  a n d  r e a l - t i m e  a u t o m a t e d  b a c k u p s  t h a t  r e d u c e  h u m a n  e r r o r .

E m e r g e n c y  D a t a  R e t r i e v a l
R e c o v e r  d a t a  q u i c k l y  i n  c r i t i c a l  s i t u a t i o n s  w i t h  f a s t ,  a c c e s s i b l e  b a c k u p s .

S i m p l i f i e d  M a n a g e m e n t  &  M o n i t o r i n g
C e n t r a l i s e d  d a s h b o a r d  m a k e s  i t  e a s y  t o  m a n a g e  a n d  m o n i t o r  a l l  b a c k u p  a c t i v i t y .

C o s t  E f f e c t i v e
S c a l a b l e ,  c o n s u m p t i o n - b a s e d  p r i c i n g  t h a t  g r o w s  w i t h  y o u r  b u s i n e s s  a n d  r e d u c e s
u n n e c e s s a r y  c o s t s .

T a i l o r e d  M a n a g e d  B a c k u p  S o l u t i o n s
C u s t o m i s e d  b a c k u p  p l a n s  t o  m e e t  y o u r  u n i q u e  b u s i n e s s  n e e d s .

M i n i m i s e d  D o w n t i m e  &  E n h a n c e d  R e l i a b i l i t y
H i g h  a v a i l a b i l i t y  a n d  f a s t  r e c o v e r y  r e d u c e  o p e r a t i o n a l  d i s r u p t i o n s .

B u s i n e s s  C o n t i n u i t y  A s s u r a n c e
E n s u r e  s e a m l e s s  a c c e s s  t o  b u s i n e s s - c r i t i c a l  d a t a — e v e n  d u r i n g  o u t a g e s  o r
a t t a c k s .

R e p o r t s
D e t a i l e d ,  a c t i o n a b l e  r e p o r t s  o n  b a c k u p  p e r f o r m a n c e ,  s t a t u s ,  a n d  h i s t o r y .

W h y  C h o o s e  A p o l l o 3 6 5 ?



Mi c roso f t  365  i s  power fu l—
bu t  no t  bu i l t  f o r  l ong - te rm
da ta  p ro tec t i on .  Re l y i ng
on  i t s  r e ten t i on  a l one  pu t s
you r  bus i ness  a t  r i s k .

Apo l l o365  keeps  you r  da ta
sa fe ,  r ecove rab l e ,  and
comp l i an t—wheneve r  you
need  i t .

    P reven t  pe rmanen t  l o ss
    Reduc e  downt i me
    S t ay  comp l i an t

P r o tec t  you r  M i c roso f t  365
da ta  w i th  Apo l l o365 .

Con tac t  us  today .

https://apollo365.co.uk/contact/


Call 0121 227 0730
and speak to one
of our experts.

Email the team.
hello@metcloud.com

Contact us to see how we can make BaaS work for your business.

Visit our website for
more information.
apollo365.co.uk

Let’s get connected.
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https://apollo365.co.uk/

